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Source Code Protection Method Based on Industrial Soft PLC

DU Yinxue, DU Ligiang, GAO Lingbao, DU Haiping, ZHENG Dong’e
(KOCEL Intelligent Casting Industry Innovation Center Co., Ltd., Yinchuan 750021, China)

Abstract: In view of the status analysis of the risk of leakage, reverse engineering and tampering in source code download,
as well as the common source code protection methods for these risks, a detection algorithm based on soft PLC source
code downloaded to industrial control computer were studied. Converted the ST source code to XML text, extracted the
attributes of each line of XML text markup, and then queried the occurrence times of the keyword in XML text according
to the keyword. When the keyword appears more than the number of times set, would appear prompt, at the same time to
terminate the soft PLC program download, on the basis of keyword detection also increased the file size detection
algorithm; When the file was larger than the default value, it would also delete the contents of the file, ensuring the security
of the source code. The results show that through the propose software PLC source code Detection, Coding-Detection
library realize the corresponding functions, and solve the source code down to the software PLC program problem.
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ReferenceStr:="MAIN.TcPOU";
ReferenceStrLen:=LEN(ReferenceStr);
StrLenUDINT:=DINT_TO_UDINT (ReferenceS-
trLen)-1;
FOR Addition:= 0 TO cbReadLength BY 1 DO
dddddddddd:=buffRead[Addition];
IF buffRead[Addition] = ReferenceStr[0] THEN
Pass M:=TRUE;
IF buffRead [Addition+1] = ReferenceStr [1]
AND Pass M THEN
Pass A:=TRUE;
END IF
END IF

IF buffRead [Additiont+2] = ReferenceStr [2]
AND Pass M AND Pass A THEN
Cunt M:=Cunt M+ 1;
Pass A:=FALSE;
Pass M: FALSE;
IF (Cunt M<=1) AND ((Addition+Str-
LenUDINT+2)) >Numlength) THEN
RecCrawl:= TRUE;
Step:=1;
RETURN;
ELSE
getValue:=TRUE;
FOR index:=1 TO StrLenUDINT BY 1 DO
IF buffRead [Addition+index]<>Refer-
enceStr[index] THEN
getValue:= FALSE;
RecCrawl:= FALSE,;
Step:=1;
RETURN;
END _IF
END FOR

END IF
END FOR
P& 1 Coding-Detection -7 #% 0 A A% B
Fig. 1 Coding-Detection algorithm core code block
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